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EPA Form 2720-17 (Computer)        

EXHIBITS 
 
 
DESCRIPTION               ______________                                                                               EXHIBIT 
 
EPA Form 2720-15  -  Date Attached: 10/13/2009  Time Attached: 4:03:30...  
EPA Form 2720-15  -  Date Attached: 10/13/2009  Time Attached: 4:11:15...  
EPA Form 2720-15  -  Date Attached: 10/13/2009  Time Attached: 4:13:39...  
EPA Form 2720-15  -  Date Attached: 10/13/2009  Time Attached: 4:36:56...  
EPA Form 2720-15  -  Date Attached: 10/13/2009  Time Attached: 4:15:21...  
EPA Form 2720-15  -  Date Attached: 9/18/2009  Time Attached: 2:38:34 ...  
EPA Form 2720-15  -  Date Attached: 9/18/2009  Time Attached: 2:40:15 ...  
EPA Form 2720-15  -  Date Attached: 9/18/2009  Time Attached: 3:03:10 ...  

 report  
EPA Form 2720-15  -  Date Attached: 10/7/2009  Time Attached: 3:47:19 ...  
EPA Form 2720-15  -  Date Attached: 10/7/2009  Time Attached: 3:58:40 ...  
EPA Form 2720-15  -  Date Attached: 10/7/2009  Time Attached: 4:00:46 ...  
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Forensic analysis of data available discovered an unidentified encrypted file that was unable to be 
opened for further analysis.   
 

Details 
 
Allegations:  Violation of TITLE 18 United States Code Section 1030(a) (4), Fraud and related 
activity in connection with computers, exceeding authorized access by a detailed Public Health 
Service employee 
 
Allegations Findings: Investigation was unable to substantiate the allegation.  No conclusive evidence 
of criminal activity could be determined. 
 
 

Disposition 
 

Due to the lack of conclusive evidence of criminal activity, no referral for prosecution or any course of 
legal action was made.    
 
 

SECTION B – ENTITIES AND INDIVIDUALS 
 
Name of Person:   Unknown 
Title & Company:     
Role:  Subject 
Business Address:    
Business Phone:   
EPA Employee: N 
----------------------------------- 
 
 
  

SECTION C – PROSECUTIVE STATUS 
 

ADMIN/CRIMINAL/CIVIL ACTION(S):  NONE 
 
 
 
 
 
 
 
 
 
 
     
 

EXHIBITS 
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DESCRIPTION                                                                                              EXHIBIT 
 
Memorandum of Activity for Imaging, Dated February 3, 2011 
Memorandum of Interview for , Dated February 4, 2011 
Memorandum of Activity for Network Monitoring, Dated February 5, 2011 
Memorandum of Activity for Imaging, Dated February 5, 2011 
Memorandum of Interview for  Dated September 21, 2011 
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CASE #:  OCI-AR-2011-CAC-2783 CROSS REFERENCE #:        

TITLE:  Unknown Intrusion into EPA 
System  

 

CASE AGENT (if different from prepared by):        

 

 
SHORT-FORM REPORT OF INVESTIGATION 

 
 
PERIOD COVERED:  FROM 4/15/2011 TO 1/10/2013 
 
 
STATUS OF CASE:  CLOSED INVESTIGATION 

 
JOINT AGENCIES: None  
 

DISTRIBUTION:  SAC 
   AIGI MICHAEL DAGGETT 
   File 
 
PREDICATION: On April 11, 2011, the Office of Cyber Investigations and Homeland Security 
(OCI) discovered that an EPA system had been compromised by unknown individuals.  
 
 
DETAILS:  Due to the sensitive nature of the investigation, the details are not being reported in 
our electronic case management system.  See the hard copy case file for the closing report of 
investigation.  
 
 
Allegation 1: Title 18 USC SEC 1029 Fraud and related activity in connection with access 
devices. 
 
Allegation 1 Findings:  See hard copy case file 
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RESTRICTED INFORMATION  
 
          Page 2 

This report is the property of the Office of Investigations and is loaned to your agency: it and its contents may 
not be reproduced without written permission.  The report is FOR OFFICIAL USE ONLY and its disclosure to 
unauthorized persons is prohibited.  Public availability to be determined under 5 U.S.C. 552. 

 

Allegation 2: Title 18 USC SEC 1030 Fraud and related activity in connection with computers. 
 
Allegation 1 Findings:  See hard copy case file 
 
 
DISPOSITION:  See hard copy case file
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EXHIBITS: None 
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CASE #:  OCI-AR-2012-CAC-0035 CROSS REFERENCE #:        

TITLE:  COMPROMISE OF EPA 
SYSTEMS (FO) 

 

CASE AGENT (if different from prepared by):        

 

 
SHORT-FORM REPORT OF INVESTIGATION 

 
 
PERIOD COVERED:  FROM 1/18/2012 TO 4/12/2013 
 
 
STATUS OF CASE:  CLOSED INVESTIGATION 

 
JOINT AGENCIES: FBI 
 

DISTRIBUTION:  SAC 
   AIGI MICHAEL DAGGETT 
   File 
 
PREDICATION: On December 26, 2011, The Office of Cyber Investigations and Homeland 
Security (OCI) received notification from Computer Security Incident Response 
Center (CSIRC), that EPA users had been compromised by navigating to foreign websites.  
 
 
DETAILS:  Due to the sensitive nature of the investigation, the details are not being reported in 
our electronic case management system.  See the hard copy case file for the closing report of 
investigation.  
 
 
Allegation 1: Title 18 USC SEC 1029 Fraud and related activity in connection with access 
devices. 
 
Allegation 1 Findings:  See hard copy case file 
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Allegation 2: Title 18 USC SEC 1030 Fraud and related activity in connection with computers. 
 
Allegation 1 Findings:  See hard copy case file 
 
 
DISPOSITION:  Investigation was not able to determine the identity of the intruders.  A referral 
for prosecution was not made.   
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EXHIBITS: See hard copy case file 
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CASE #:  OCI-AR-2012-CAC-0037 CROSS REFERENCE #:        

TITLE:  COMPROMISE OF EPA 
SYSTEMS (FO) 

 

CASE AGENT (if different from prepared by):        

 

 
SHORT-FORM REPORT OF INVESTIGATION 

 
 
PERIOD COVERED:  FROM 1/12/2012 TO 4/16/2013 
 
 
STATUS OF CASE:  CLOSED INVESTIGATION 

 
JOINT AGENCIES: FBI 
 

DISTRIBUTION:  SAC 
   AIGI MICHAEL DAGGETT 
   File 
 
PREDICATION: On January 12, 2012, The Office of Cyber Investigations and Homeland 
Security (OCI) received notification from , EPA, Computer Incident Security 
Response Center (CSIRC), RTP, NC that an EPA system from Region 4 was suspected to have 
been compromised by Focused Operations (F0) . 
 
 
DETAILS:  Due to the sensitive nature of the investigation, the details are not being reported in 
our electronic case management system.  See the hard copy case file for the closing report of 
investigation.  
 
 
Allegation 1: Title 18 USC SEC 1029 Fraud and related activity in connection with access 
devices. 
 
Allegation 1 Findings:  See hard copy case file 
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Allegation 2: Title 18 USC SEC 1030 Fraud and related activity in connection with computers. 
 
Allegation 1 Findings:  See hard copy case file 
 
 
DISPOSITION:  Investigation was not able to determine the identity of the intruders.  A referral 
for prosecution was not made.   
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EXHIBITS: See hard copy case file 
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Allegation 1 Findings:  See hard copy case file 
 
 
Allegation 2: Title 18 USC SEC 1030 Fraud and related activity in connection with computers. 
 
Allegation 1 Findings:  See hard copy case file 
 
 
DISPOSITION:  Investigation was not able to determine the identity of the intruders.  A referral 
for prosecution was not made.   
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EXHIBITS: See hard copy case file 
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Disposition  

 
This investigation disclosed all allegations were disproven and no criminal activity 
occurred.  There were no attempts to defraud the government or government employees 
and there were no connected security breaches to the EPA MyPay System.   
 

SECTION B – ENTITIES AND INDIVIDUALS 
 
Name:     
Role: Victim     
EPA Employee: Y 
Business Address: Ariel Rios South, Room  1200 Pennsylvania Avenue, N.W., 
Washington, DC 20406  
Business Phone: 202   
  

SECTION C – PROSECUTION STATUS 
 

ADMIN/CRIMINAL/CIVIL ACTION(S): As the allegation was disproven and no 
criminal activity was identified this case was not referred for action.  
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Name of Person:   Unknown 
Title & Company:     
Role:  Subject 
Business Address:    
Business Phone:   
EPA Employee: N 
----------------------------------- 
 
 
  

SECTION C – PROSECUTIVE STATUS 
 

ADMIN/CRIMINAL/CIVIL ACTION(S): None  
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EXHIBITS 
 
 
DESCRIPTION               ______________                                                                               EXHIBIT 
Case Initiation 1 
MOA Malware Analysis 2 
MOI Interview of         3 
 







UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
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DATE:  February 8, 2013 PREPARED BY:  SA  

CASE #:  OI-AR-2012-CAC-0206 CROSS REFERENCE #:   

TITLE:  UNAUTHORIZED USE OF EPA CREDENTIALS  / MISREPRESENTATION OF 
GOVERNMENT OFFICIAL  

 
 

 
 

CASE CLOSING REPORT 
 

Subject(s) Location Other Data 
UNSUB UNKNOWN  
 

 

VIOLATION(S):  

 

NONE  

 

 

ALLEGATION:   

 

NONE 

FINDINGS:   

NONE 

 

DISPOSITION:  

 

Administratively closed.  Two case numbers inadvertently assigned to one incident in IGEMS.   

For additional information pertaining to this investigation, please refer to EPA OIG Case #:  

OI-AR-2012-CAC-0207  

UNAUTHORIZED USE OF EPA CREDENTIALS / MISREPRESENTATION OF 
GOVERNMENT OFFICIAL  

 

RESTRICTED INFORMATION  
 
                 Page 1 

This report is the property of the Office of Investigations and is loaned to your agency: it and its contents may not be 
reproduced without written permission.  The report is FOR OFFICIAL USE ONLY and its disclosure to 
unauthorized persons is prohibited.  Public availability to be determined under 5 U.S.C. 552. 

 



RESTRICTED INFORMATION  
 
                 Page 1 

This report is the property of the Office of Investigations and is loaned to your agency: it and its contents may not be 
reproduced without written permission.  The report is FOR OFFICIAL USE ONLY and its disclosure to 
unauthorized persons is prohibited.  Public availability to be determined under 5 U.S.C. 552. 

 

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF INVESTIGATIONS 
1595 WYNKOOP STREET, 4th FLOOR 

DENVER, CO 80202 
 

 
 

DATE:  March 19, 2013 PREPARED BY:   

CASE #:  2009-CS-0085 CROSS REFERENCE #:   

TITLE:  LIBBY SUPERFUND SITE 

 
CASE CLOSING REPORT 

 
Subject(s) Location Other Data 

Unknown 
 
 

Libby, Montana 
EPA Region 8, Denver, 
Colorado 
EPA Headquarters, 
Washington, D.C. 

 

 
VIOLATION(S):  
 
18 U.S.C. § 242 (Deprivation of Right Under Color of Law) 
18 U.S.C. § 371 (Conspiracy to Commit Offense or to Defraud the United States) 
18 U.S.C. § 1001 (False Statements) 
18 U.S.C. § 1341 (Mail Fraud) 
18 U.S.C. § 1343 (Wire Fraud) 
18 U.S.C. § 1346 (Scheme or Artifice to Defraud [Honest Services]) 
 
ALLEGATION:  An allegation was received that unknown EPA officials violated the civil rights of 
the citizens of Libby, Montana, by not performing required scientific testing to determine the safe 
expose level to Libby amphibole asbestos; released written information to the public stating their 
homes were safe when they (unknown EPA officials) knew the homes could still be contaminated and 
present a danger to the citizens of Libby; and EPA officials failed to provide honest services to the 
citizens of Libby, Montana, in the clean-up of asbestos from the W.R. Grace mine that may have 
contaminated the town of Libby, Montana. 
 
FINDINGS:  Interviews of EPA personnel (to include EPA scientists) and hundreds of residents of 
Libby, Montana; and a review of documentation associated with the allegations in question were 
conducted.  The investigation demonstrated that the EPA proceeded in the clean-up of attic insulation 
under an Emergency Response Removal Action (ERRA) in violation of the requirements of the 
Comprehensive Environmental Response, Compensation and Liability Act (CERCLA) and proceeded 
to perform remediation activities without conducting the required Baseline Risk Assessment. 

 






